ABSTRACT Cyber-physical system (CPS) is a kind of complex real-time hybrid system which involves deep interactions between computation processors, communication network, and physical environments are deemed as the key enablers of next generation computer applications. However, how to verify CPS effectively is always a great challenge. Based on current scientific works about CPS verification, this paper aims at identifying the gap of current studies and suggesting promising areas for the future works. For this purpose, we conduct a systematic mapping study over the topic on verification of cyber-physical system. We carry out a widely search of publications from 2006 to 2018 in 11 electronic databases. After the step of study selection, 80 papers are selected as primary studies for answering proposed research questions, focused questions, and statistical questions. According to these questions and their answers, this paper not only presents a quantitative and comprehensive analysis of verification challenges, abstraction methods, verification techniques, assistance tools, and verification scenarios that represent each step of verification works, but also summarizes CPS systematic natures, main routine of verification and future research directions. We believe that this survey can identify gaps in current research works and reveal new insights for the future works.
I. INTRODUCTION
Cyber-Physical System (CPS) are attracting growing attentions from industrial and academic since it widely used in real life. However, for reasons that CPS is spatially-distributed, time-sensitive, and multi-scale, net-worked embedded systems. The complex computation and physical dynamics bring a lot of challenges in development of CPS, such as system verification, security assurance, and so on. There are several common conceptions and misconceptions related to CPS verification and validation, but little existing research attempts to systematically clarify these mysteries. As a result, research on CPS verification is largely working in the dark.
Verification and validation in cyber-physical systems are surveyed and evaluated in several previous work. Li gave an overview of cyber-physical systems of verification and validation [1] . However, most studies focused on CPS verification challenges. Seshia et al. [2] summarized challenges of cyber-physical systems emerging from the combination of CPS characteristics. Zheng and Julian [3] gave qualitative and quantitative analysis of CPS verification challenges. Esterle and Grosu [4] described the various technical and scientific verification challenges resulting from the complexity of CPS. Hu et al. [5] introduced the main challenges when verification raised from the perspective of CPS architecture. Besides, other researches, such as Lu et al. [6] analyzed nowadays CPS verification in security attacks and defense, focused on specify aspect on verification of CPS.
When considering methodologies of previous works, Zheng et al. [7] conducted a structured online survey of 25 researchers. Moreover, they also had an interview with 9 CPS practitioners. Rawung and Putrada [8] conducted their survey guided by Edward A Lee who is the CPS research group leader. However, up to now, no survey gave an whole review from every steps concerning with verification of CPS.
Hence, it is indispensable to provide such a survey that comprehensively analyzes the current research state of this topic. To this end, this paper answers the following questions: (1) What are challenges in verification of CPS? This paper performs a large-scale search on papers published from 2006 to April of 2018. Through a manual screening under careful reviews, a total of 80 papers are selected as primary studies for answering above questions. In this paper, we extract 27 verification challenges from primary studies. This paper validates 38 abstraction methods corresponding to 6 verification techniques. In addition, we also collect 31 assistance tools and 49 application scenarios from primary studies. Based on a massive investigate and survey, this is the first research that concentrates on the topic of verification in each step of the CPS verification work. Purposes of this paper are: 1) Proposing a summary of nowadays research on CPS verification including challenges, abstraction methods, verification techniques, tools and application scenarios. 2) Providing suggestions for verification and feasible research directions. We hope this survey can also become a manual entry for other researchers to enter this emerging area.
The reminder of this paper is organized as follows. Section II introduces the survey method used in this paper. Section III presents the survey results, and Section IV discusses the survey results, and suggests directions of future study. Section V discusses the limitations of this paper. Finally, Section VI gives a conclusion.
II. METHOD A. AN OVERVIEW OF SYSTEMATIC MAPPING STUDY
Systematic mapping studies are designed to give an overview of a research area through classification and counting contributions in relation to the categories of that classification [9] , [10] . It involves searching the literature in order to know what topics are covered in the literature, and where the literature are published [10] . This paper selects the systematic mapping study as survey methodology to summarize the current research status and identify more promising directions to verification of CPS. Methods of this survey followed the methodology of the RSL guideline proposed by Kitchenham and Charters [9] .
Systematic mapping studies are used by many researchers on a number of areas using different guidelines or methods.
A sample of mapping studies is mentioned below with their areas of research and the guidelines used.
• Condorifernandez et al. [11] provided a mapping of the research articles on software requirement specifications followed the guidelines wrote by Kitchenham and Charters.
• Jalali and Wohlin [12] performed mapping of the literature available on Global software Engineering considering the guidelines by Kitchenham and Charters.
• Barreiros et al. [13] constructed systematic maps on the published research on software engineering test beds based on Kitchenham and Charters's guidelines.
• Qiu et al. [14] conducted a mapping study on regression testing of web service also guided by Kitchenham and Charters. Once the research topic is determined, the process of systematic mapping study need to be conducted according to following several steps: Research Question Definition, Search Conducting, Study Selection, Quality Assessment and Data Extraction which are shown in Figure 1 . Each process has an outcome, the final outcome of the process is the systematic map.
B. RESEARCH QUESTIONS
Determining research questions is the most important step in any systematic mapping study [9] . The research questions proposed in this paper can be classified as: General Questions (GQ), Focused Questions (FQ) and Statistical Questions (SQ) . All of the research questions are listed in Table 1 .
1) GENERAL QUESTIONS
General questions concern the questions universal existence in all the primary studies corresponding to each step of verification work. Answers to General Questions are all directly obtained from researches without subjective analysis. GQ1 specifies the question of what challenges exist in the verification of CPS. GQ2 and GQ3 specify the questions of what abstraction methods and which verification techniques can be adopted. GQ4 refers to the question of which tools can assist the verification of CPS. GQ5 refers to the question of what application scenarios are mentioned, not only case study scenarios, but also experimental scenarios. 
2) FOCUSED QUESTIONS
Focused questions concern the implications that need to be integrated from multiple primary studies. Answers to focused questions are intended to identify more promising directions. 
3) STATISTICAL QUESTIONS
Statistical questions concern the research status of verification of CPS from the perspective of statistics. SQ1 and SQ2 address the questions of when and where primary studies were published.
C. SEARCH STRATEGY
After deciding the research questions are decided, the next step is designing appropriate search strategy to find the complete set of primary studies that related to research questions without any bias.
1) CONSTRUCTION OF SEARCH KEYWORDS
Petticrew and Roberts [15] proposed the PICO(Population, Intervention, Comparison, Outcome) criteria to construct search keywords. Kitchenham and Charters [9] suggested to combine single word or phrase as search matrix with boolean operators 'ANDs' or 'ORs.'
• Populations: Populations represent different application scenarios or stakeholders in verification of CPS. In this paper, Population Matrix contains cyber-physical system which also can be expressed as cyber physical system or CPS.
• Interventions: Interventions represent methodologies, tools, techniques of researches in specific domains. In this paper, Inventions Matrix is partitioned into two parts: Verification Objects and Verification Methodologies.
• Comparisons: Comparisons represent the most frequently used method that need to be compared with what were mentioned in Interventions. For the reason that this paper aims at taking all the methodologies into consideration, creating a separated Comparison Matrix seems redundancy.
• Outcomes: Outcomes represent the qualitative or quantitative indices, such as enhancement of reliability and reduction of cost. This paper do not create Outcomes Matrix, because these indices seems to be too rigorous as keywords. Hence, the final keyword matrix is: Keywords = Population AND Interventions. Table 2 lists the detailed keyword matrix. 
2) SOURCE OF INFORMATION
To cover more papers, this paper selects 11 electronic databases containing the latest journals and conferences in the field of computer science and engineering as the search scope. These 11 electronic databases and related information are listed in Table 3 
D. STUDY SELECTION
This paper obtains 3912 potentially relevant papers after initial searching of 11 electronic databases. In this step, VOLUME 6, 2018 FIGURE 2. The process of primary studies selection.
irrelevant papers need to be excluded and the most representative papers will be selected as primary studies. This paper takes the following exclusion criteria to exclude irrelevant papers:
• F1: do not address verification.
• F2: do not address CPS verification scenarios.
• F3: do not address concrete verification techniques. Each exclusion step of and quantitative result are showed in Figure 2 .
1) Impurity Refinement: The initial papers may contain a huge amount of irrelevant information. For example, names of conferences (workshops) that are directly correlated to the search keywords and some of the initial papers are just briefing or memorial notice of a conference or journal. 'Impurity Refinement' step excludes these two types of papers above. 
E. QUALITY ASSESSMENT
Quality assessment is a critical process towards systematic mapping study, since it can evaluate whether there are biases or mistakes in these primary studies. Petticrew and Roberts [15] suggested quality assessment of every primary study can be conducted from five aspects below:
• Description to Population and Intervention.
• Sampling.
• Conclusion and Experiment Results.
• Experimental Process.
• Result Analysis. Quality assessment criteria in this survey of 80 primary studies were listed below: 59046 VOLUME 6, 2018
• Q1: Is the description of research purpose and contributions clear?
• Q2: Is there a description to background?
• Q3: Is there a review of related work?
• Q4: Whether some innovative verification techniques have been proposed or not?
• Q5: Can the analysis of the experimental data be sufficient to explain the conclusions?
• Q6: Are the conclusions consistent with the research purpose?
• Q7: Does the primary study suggest the direction of future work?
The main task of this step is to design the format of data extraction table and accurately record the detailed information that obtained from the primary studies [9] . Table 4 shows the detail of each extraction item including ID, Extraction Field, Description and corresponding Research Questions. 
III. RESULT
The goal of this study is to give a systematic mapping study on verification of CPS. CPS are spatially-distributed, time-sensitive, and multi-scale, net-worked embedded systems, connecting the physical world to the cyber world through sensors and actuators. Computational systems interacting with the physical world have long been designed to interact with the real world in order to support humans to achieve their goals. While, the physical world such as autonomous driving, industry 4.0, smart cities, or the Internet of Things has been explicitly considered during the development process of such systems. Table 5 , where study id, citation, abstraction methods, verification techniques, tools, application scenarios and challenges of each primary study are included.
A. CHALLENGES OF CPS VERIFICATION
Cyber-physical system(CPS) features a tight coupling between complex computation and physical process which involves execution in varying spatial and temporal contexts exhibiting diverse behaviors. However, researches on CPS verification is largely working in the dark, tackling issues that may or may not be of importance to the CPS development community [3] . Identifying the challenges can help researchers and developers to recognize what problems they are facing and what have to be settled urgently. Regarding the GQ1(What are challenges in verification of CPS?), data source of this question are collected from the section of abstract, motivation, preliminaries and related work. Table 6 shows the specific challenges each primary study attempts to conquer. In Table 6 , verification purpose refers to the goal that verification attempts to achieve (such as effectiveness or correctness) and verification object refers to where the verification implements on (such as test-case or constraints) in Table 6 . This paper enumerates 27 different challenges (C1-C27) mentioned in 80 primary studies. This section tries to give a summary of challenges by introducing the following 9 different verification purposes, corresponding to 10 different CPS verification objects:
• Effectiveness: Natural language requirements specifications are often to prescribe the properties of complex CPS. real-time and safety-critical constraints. Furthermore, effectiveness also reflected in designing of energy supply strategies [51] .
• Timeliness: Cyber-Physical systems require 'Timeliness' of both computation and verification. To specify CPS application, the Real-Time Database Management Systems (RTDBMSs) must ensure both timeliness of transactions and consistency of temporal data [30] . In more general verification situation, researchers considered motivate investigation on effective strategies to minimize the worst case expected time for the verification activity within an off-line CPS verification approach [56] .
• Correctness: The fact that any incorrectness in one component can impact other components makes ensuring 'Correctness' (both logical and temporal) of the whole system is a major challenge in CPS verification. In primary studies, researchers attempts to conquer the correctness of temporal and logical constraints in a single component [33] as well as the interactions correctness between different cyber and physical components [53] , [66] . Except for CPS constraints and interactions, Hou et al. [45] systematically screened protocols strategies for flaws and to presented counterexamples to diagnose them with formal analysis of specifications, Aerts et al. [18] made contributions to execution and configurations of test-case.
• Autonomous Capability: With the increasing complexity of CPS, it is essential to enhance their 'Autonomous Capabilities' (e.g. self-protection, selfoptimization and self-management). Ding et al. [36] considered a data-oriented approach seems a hopeful direction. Because cps is equipped with a large network of sensors distributed across different components, a data-oriented approach leads to a tremendous amount of measurement data available to system operators. However, Dutta et al. considered quantifying trust in autonomous system is the challenge urgent to be solved [38] .
• Safety: For reasons that many cyber-physical systems are safety-critical applications, it is important to ensure their 'Safety' behavior. Yu et al. suggested that MDA (Model Driven Architecture) allows detecting non-functional constraints like safety, because the safety properties of CPS have characteristics of spatial-time attributes and in relation to multiple agents [76] . Bak and Chaki specially contributed decomposition of one part of the larger verification process [23] . Furthermore, a broad range of cyber attacks must be take into consideration [75] , [84] .
• Stability: we find that 8 primary studies set the 'Stability' as the main verification purpose. In the presence of uncertainties in the computer network with limited information about the global state of the system stability [33] .
The stability of CPS is related to the notion of Lyapunov stability that can be used for formal verification methods [28] , [68] , [89] .
• Conformance: 'Conformance' of CPS refers two aspects: 1) Is design conformance with requirements?
The availability of a specification model describes the system expected behavior. Requirements-driven CPS design needs verification of whether the design is conformance with requirements [18] , [19] . 2) Is the system collaboration conformance? The conformance of collaboration includes properties collision [42] , the conformance between cyber components and physical component, the conformance among heterogeneous components [61] and the conformance among distributed components [65] .
• Security: With the dramatic increase of CPS applications in the field of high-confidence, researchers are now facing a much wider variety of 'Security' verification. To improving the ability of avoiding critical damage, Kane et al. investigated using an external runtime monitor to detect violations of critical system behavioral requirements [50] . However, there are no efficient formal verification techniques that can detect the CPS critical attacks for time being. Primary studies concentrated on verification of attacks such as, cyber attacks or unknown attacks. Noack and Schmitt defined an abstract process cycle for monitoring CPS common characteristics which is called the Knowledge Discovery Cycle (KDC) [67] .
• Trade-off: Studies devoted to reduce the energy consumption while guaranteeing acceptable other purposes mentioned above are nowadays raising attentions in a variety of application sectors. Basile et al. analysed through formal models and tools help developers of energy supply strategies in properly trading between energy consumption and correctness [24] . In other hand, 'Trade-off' also existed in verification between expressiveness and analysis efficiency [17] . To get a reliable and complete conclusion of the challenges existed in verification of CPS, this paper set verification objects as research direction. The distribution of research challenges over range of verification objects are presented in Figure 3 . The bubble at the intersection of axes contains the reference ID of the primary studies, each bubble represents the relation between verification purpose and verification object.
From the data collected from Figure 3 , this paper offer three observations: 1) This paper summarized 9 aspects of verification purpose which indicates main challenges of CPS verification extensively. More research work need to be conducted for the 9 verification purposes to push the development of CPS. Most primary studies (32) Table 7 . Most primary studies adopted 'Automata' (28.80%, 23 of 80) as their abstraction methods. Besides, 9 primary studies used time automata and hybrid automata are used 8 times. 9 different abstraction methods based on 'Logic' (17.5% 14 of 80) were proposed in the last decades to deal with different challenges problems. 'Differential Equation' (11.25%, 9 of 80) is one of the traditional mathematics expression method were also used in abstraction of CPS. Other formal abstraction methods are specific 'Specific Formal Language' (12.50%, 10 of 80) which reinvested specific meaning by the researchers. 'Petri Net' (3.80%, 3 of 80), 'UML' (3.80%, 3 of 80), 'Matrix' (2.5%, 2 of 80), 'Markov Model' (5%, 4 of 80) and 'Neural Network' (2.5%, 2 of 80) can be regarded as semi-formal abstraction methods.
As indicated in Table 7 , there exist variants of abstraction methods. These abstraction methods are gradually evolved over the last decades. Figure 4 shows the evolution of these abstraction methods. The y-coordinate represents the year that a specific abstraction method was first referred in primary studies. For example, hybrid automata is proposed in 9 primary studies, but it is first referred in 2013 [54] . In Figure 4 , there are five major paths named Path1-Path5, beginning with AM2, AM13, AM17, AM22 and AM24, respectively. This section will give a summary of the evolution from the five major paths:
• Path1: Path1 describes the evolution of 'Automata'.
In computation theory, 'Automata' is a formal description machine that can receive a given symbol as an input and transition among multiple states based on a given transfer function. Timed automata as the beginning of Path1 which is expressive enough to support the real-time constraints modeling and the decision procedures are efficient enough to support the practical verification [19] . AM1 (Hybrid Automata), AM3 (Calendar Automata), AM5 (Soft Constraint Automata) are all proposed to extend the ability of real-time constraints expression. Hybrid Automata facilitates the description of both discrete and continuous dynamic systems [32] . Calendar Automata facilitates the boolean clocks of processes to match a notion of real (calendar) time [22] . Soft Constraint Automata facilitates the description and composition of components preferences as well as environmental constraints in a uniform fashion [51] . AM4(Contract Automata) which extends AM1 in the area of the restrictions on the interactions between the application and controller int the matter of desired system invariants [23] . AM6 (Rectangular Hybrid Automata) also extends from AM1 in the area of each mode. The rate of a variable can change non-deterministically within a given mode-dependent interval [54] .
• Path2: Path2 is the trajectory of 'Logic' that can verify system states with mathematical symbolic logic. Path2 starts with AM13 (Linear Timed Logic, LTL) that provides a formal method to specify more involved nesting of CPS properties (such as: safety properties, reachability or guarantee properties) with ease [54] . In Figure 4 , MTL could represent CPS properties with both time and spatial attributes in a metric time manner [76] . SafAL which combines probabilities with epistemic operators can specify the reachability properties of one agent, as well as prescriptive commands to the user [29] . Fuzzy logic is a method to synthesize linguistic, natural language requirements into real world models [35] . 
Furthermore, AM15 (Safety Metric Temporal Logic, SMTL) combines the characteristic of MTL and SafAL
proposed by Sun et al. [76] . Besides, logic are combined with other abstraction methods occasionally. AM12 (Differential Dynamic Logic) was constructed by LTL and ODE to improve the verification ability with quantifier elimination rules [40] . AM7 (Büchi automata) exploits the connection between LTL formulas and a type of ω-automata that extend the theory of finite automata to infinite inputs [54] .
• Path3: AM17 (Ordinary Differential Equation, ODE) as the beginning of Path3, is widely used in abstraction of dynamic system (since CPS can be regarded as a dynamic system to a certain degree). In ODE, the function represents the physical variables, the derivative of function represents the rate of the change of physical variables. Because the relationship between physical variables and its change rate is universal existed in CPS, ODE plays an important role in revealing the movement and evolution of phenomena in nature, engineering and society. AM19 (Differential Algebraic Equations, DAE) contains both dynamic characteristics with ODE and static characteristics with algebraic equation.
• Path4: AM22 (Petri net) as the beginning of Path4 provides a method to describe the current state and the next possible states of CPS [88] . AM21 (Time-constrained Aspect-oriented Petri net, TAOPN) can model CPS with its mixed discrete and continuous processes [72] . AM20 (Labeled Hybrid Petri net, LHPN) can support discrete variables for representing software variables to check and modify them [79] .
• Path5: AM24 (UML) is the beginning of Path5 that derives AM24 (UML statecharts) and AM26 (Z) which can give a intuitive graphical representation of system description and system properties analysis [59] , [60] . Specifically, Magureanu et al. exemplify how the Z language of the primary UML constructs used to build class artifacts that can be formally represented similar to class diagrams [60] . Except for these five major path methods paths, AM34 (Time State Transition Matrix) gives a relationship between state and time [41] , [45] . Markov Model especially AM35 (Hidden Markov Model) is a statistical model that describe a Markov process with hidden unknow parameters that can be used to reveal some implicit information about the sequence of states [31] , [49] , [81] . Neural Network is a mathematical computational model that mimics the structure of a biological neural network for estimation or approximation a function. Neural networks are calculated by a large number of artificial neurons [49] . In most cases, AM38 (Deep Artificial Neural Network) can change the internal structure based on external information as an adaptive system [31] , [81] .
We can consider appropriate abstract method of CPS model from two aspects: expression ways and expression contents. From expression contents Automata, logic, differential equation, petri net, specific formal languages and Markov model are formal abstraction methods, while UML and matrix are semi-formal abstraction methods. When formal abstraction methods are chosen to describe challenges, formal techniques are most likely to be used in verification. From expression contents, Automata, petri net, UML, matrix and Markov model all give an abstraction of CPS state and state changes under certain or uncertain inputs. Logic and differential equation can describe the objective laws of CPS.
C. VERIFICATION TECHNIQUES
As discussed in Section III-B, this paper summarizes nine types of abstraction methods adopted in primary studies 
1) THEOREM PROVING
The verification techniques of 'Theorem Proving' has a significant contribution throughout each process of CPS verification including natural language understanding, problem solving, automatic programming and program validation. The first step of 'Theorem Proving' is to define a series of primitives and rules to provide a formal description of system requirements or constrains. A simpler, but related, problem is proof verification, where an existing proof for a theorem is certified valid. For this, it is generally required that each individual proof step can be verified by a primitive recursive function or program, and hence the problem is always decidable. For the process of 'Theorem Proving' that, although each step is rigorous, the decision of each proof process depends on the experience, intuition and insight of researchers.
'Theorem Proving' is a subfield of automated reasoning and mathematical logic related to the abstraction method of logic and differential equations. In primary studies, Bouyer et al. made great contributions to verifying that particularly kind of time-varying regions of MTL invariants are very useful for robust motion planning and control, and that funnels or similar concepts related to the notion of Lyapunov stability can be used for formal verification of hybrid systems, and for reactive controller synthesis [28] .
2) MODEL CHECKING
In computer science, 'Model Checking' refers to the following problem: Given a model of a system, exhaustively and automatically check whether this model meets a given specification. Typically, whereas the specification contains safety requirements such as the absence of deadlocks and similar critical states that can cause the system to crash. 'Model Checking' is a technique for automatically verifying correctness properties by traversing the finite-state. If an incorrect point is found, this properties is almost incorrect. When an error is found, it will start from the initial state till all states are absolutely correct. Formally, the problem can be stated as follows: given a desired property, expressed as a temporal logic formula p, and a structure M with initial state s,
The aim of realizing 'Model Checking' always faces the problem of combinatorial blow up of the state-space, commonly known as the state explosion problem. The use of binary decision diagrams (BDDs) is a symbolic algorithms avoiding ever explicitly constructing the graph for the finite state machines (FSM), instead, they represent the graph implicitly using a formula in quantified propositional logic [47] , [53] . Bounded model checking algorithms unroll the FSM for a fixed number of steps k and check whether a property violation can occur in k or fewer steps. This typically involves encoding the restricted model as an instance of SAT. The process can be repeated with larger and larger values of k until all possible violations are ruled out [23] , [41] , [45] .
3) TEST
The verification technique of test is a method for a 'Test' in science or engineering, such as a physical test, cyber test, or statistical test. It is a definitive procedure that produces a test result. In CPS, it is vital for all interested people to understand and agree upon methods of obtaining data and making measurements. It is common for a physical property to be strongly affected by the precise method of testing or measuring that property.
In 10 primary studies which referred test method, test process are usually based on abstraction models. Model-based testing is a rigorous verification technique used to verify that implemented system whether conforms the designed model specification. A conformance test compares the expected behavior described by the system requirements model with the observed behavior of the actual implementation of the system under test(SUT). There exist two main contributions in primary studies: automated test configuration [21] and automatic test case generation [18] .
4) MONITORING
'Monitoring' as a lightweight verification technique provides a practical way to validate the runtime CPS implementation. The purpose of monitoring is to check the status of system by taking the process of evaluating a set of properties in each states of system execution. Monitoring technique in CPS verification includes application performance monitoring, network monitoring, environmental monitoring. Monitoring strives to detect and diagnose complex application performance problems to maintain an expected level VOLUME 6, 2018 of service. Since CPS is the integration of cyber components and physical components, monitoring should consider both the network for problems and influence of environment change.
A performance metric measures an CPS's behavior, activities, and performance. It should support a range of stakeholder. Performance metrics are used to assess the health of the project and consist of the measuring of 7 criteria: safety, time, cost, resources, scope, quality and actions. Two sets of performance metrics are closely monitored. The first set of performance metrics defines the performance experienced by end users of the application. The second set of performance metrics measures the computational resources used by the application for the load.
Primary studies mainly solve two problems existing in CPS monitoring: What needs to be monitored? How to implement monitoring? Ding et al. proposed a novel data analytic engine with an specific data-oriented method based on strong regularity and high diversity data characteristics observed in cyber systems and physical systems [36] . Be half of the second problem, Noack and Schmitt definite an abstract process cycle for monitoring which is called the Knowledge Discovery Cycle (KDC) [67] .
5) SIMULATION
'Simulation' is the imitation of the operation of a real-world process or system over time. In CPS verification, simulation attempt to model a real-life or hypothetical situation on a computer so that it can be studied to see how the system works. Simulation generally first requires development of model which can represent the main system's characteristics specifications and behaviors. The model represents the system itself, whereas the simulation represents the operation of the system over time. Technique of simulation can verify all states until an error is occurred or all states are correct. If the verification activity returns an error, the counter-examples can be used to modify the simulation model and perform a new verification activity.
Procedures and protocols for model verification and validation are an ongoing field of academic study, refinement, research and development in simulations technology or practice. Mancini et al. shown how to select simulation scenarios so as to minimise the Worst Case Expected Verification Time. Simulation is used in many contexts, such as simulation of intelligent water distribution [58] .
6) PREDICTION
'Prediction' is a statement about an uncertain event, but not always, based upon experience or knowledge. Generally, prediction in CPS application usually based on collection of useful data. In recent years, many advanced sensor technologies (e.g., induction coils, GPS, video cameras, mobile phones, blue-tooth and RFID devices) are used to collect these information. After data are obtained, a prediction model should be launched that accurately forecasts states in the near future. The prediction model are related to what are mentioned in section III-B like Markov Model and Neural Network. In addition, practical experience showed that the acknowledgement of the prediction result may concerned with other unpredictable influence, so parameters of prediction model need to be modified after every step of experiments.
Because of the rapid development of artificial intelligence, prediction always related to artificial intelligence, more and more prediction verification techniques are applied in CPS verification. Chen et al. combined fuzzy logic theory with Markov progress in the proposed prediction model predicted traffic state [31] . Similar with Chen et al. [68] , Orojloo and Azgomi also used semi-Markov chain (SMC) model to evaluate security of CPS applications. Huda et al. [46] defended unknown attacks on cyber-physical systems by semi-supervised approach and available unlabeled data and Taormina and Galelli explored the potential of deep learning for real-time detection of cyber-physical attacks with multi-layered artificial neural networks on water distribution systems [78] .
When we consider appropriate verification techniques, formal verification techniques and informal verification techniques must be decided first. Theorem proving and model checking as formal verification techniques nowadays can be used to verify correctness of functional requirements. Theorem proving has been applied in deductive verification, where validity of the verification conditions are determined. Theorem proving shows that, with careful design, a (critical component of a) complex CPS can be formally verified by the state of theorem prover. Besides, model checking allows the verification of all system layers from the correctness proof of the lower layers (i.e., gate-level) to the verification procedure. However, the practicality and costs of development associated with these approaches are still unknown. While there are many computational and network tools like Simulink can help us finish this task. Typically, formal verification is not scalable, but informal ways, on the contrary, tends to scale for large systems. Simulation, test and monitoring as traditional verification techniques are applied systematically after years of research, and these verification methods have a very wide range of applications. These informal techniques have characteristics of low cost, short development cycle characteristics, and do not require high basic mathematical logic capabilities. These verification techniques do not need researchers with high capability of mathematical and logical, while it raised requirement of domain knowledge. Finally, verification techniques of prediction raises more and more attention in academic and industrial researches since the development of artificial intelligence. Prediction can obtain a nearly perfect probability of what will happen in the near future. Despite so many challenges in verification, the good news is multi tools have been developed by researchers to assist our works. Table 9 lists detailed information of 31 tools collected from 80 primary studies (these 31 tools are existed in 30 primary studies and the remaining 50 primary studies do not involve tools) to answer GQ4(Which tools can assist the verification?). The first three columns in table 9 show the number, name and web site of tools, respectively. Since developers of TIMES-Pro do not publish their tool, we can not find the web site to get use of this verification tool. The forth column provides the classification of these tools according to four different types of usage. Solver represents model solver which has the ability of modeling and model checking. Generally, solvers like Kronos,Krishna2015Hybrid(based on timed automata) depended on the abstraction methods of automata that are mentioned in section III-B. Simulator like NS-2,Yan2012Integrated (simulation of TCP, routing, and multicast protocols over wired and wireless) that can provide a simulation environment targeted at CPS research. Prover represents tools that can provide a verification technique of theorem proving with the formal abstraction method (logic, differential equation and specific formal language). Flow*,Bak2016Verifying on behalf of a typical Prover can computes Taylor model flow pipes for non-linear ODEs described hybrid systems. Finally, Convertor (HyST ) which is only referred in S50 [66] . HyST is a source-to-source translation tool, currently taking input in the SpaceEx model format, and translating to the formats of HyCreate, Flow*, or dReach. Besides, tools like Simulink/Stateflow and UPPAAL provide both the usage of model checking and simulation. They can be regarded as both solver and simulator.
D. TOOLS
The last column refers to how many times tools are involved in different primary studies.
In this section, all tools mentioned in primary studies can be regarded as products, toolkits and prototypes. Products are mature tools developed by influential enterprise (such as z3 is developed by Microsoft) or organizations (such as SPIN is developed by Bell Labs in the Unix group of the Computing Sciences Research Center). Toolkit like DTRON (based on UPPAAL timed automata models) are plugins that were developed based on some mature products to extend its function. Prototypes are developed to realize a specific verification technique by a research group. For example, KeYmaera is developed by André Platzer's research group which aimed at theorem proving with dynamic differential logic [40] .
The last column in table 9 shows the number of these tools used in primary studies. It is obviously that mature tools are most widely used by researcher. Especially, UPPAAL is mentioned 8 times and Simulink is mentioned 6 times in primary studies. However, toolkits or prototypes are used in a small area. For this reason, this paper want to popularize more tools to assist the researches of CPS verification.
E. APPLICATION SCENARIOS

Regarding GQ5(What application scenarios have been mentioned?).
It is necessary to summarize the application scenarios to recommend where CPS are widely applied and what specific problem existed in these CPS applications. For this target, this section tries to extract application scenarios mentioned in primary studies and classified these application scenarios into 12 types, in Figure 10 , including 'vehicles', 'circuit", 'robots', 'Wireless Sensor Network', 'smart grid', 'financial server', 'smarter healthcare', 'database' and 'others' which is referred only once. The following part will give a brief introduction to these applications.
• Vehicles: Traditionally, the vehicle has been the extension of mans ambulatory system, docile to the drivers commands. Recent advances in the design, development and deployment of CPS has changed this model, paving the way for verifying vehicular cyber physical systems (VCPS) of nowadays autonomous vehicles [96] - [98] .
Vehicles here indicates automobiles, trains, airplanes, even ISS(International Space Station).
In terms of automobiles, Chen et al. focused on modeling the automobile speed control subsystem with extended hybrid automata model, and verify the key property of the system with SMC [32] . More primary studies paid attention to Unmanned ground vehicle (UGV) including adversarial attack [38] , collision avoidance [43] , [85] , automobile manufacture [47] , [50] , [62] , [90] and engine design [66] ). When comeing to train controls system, European Train Control (ETC) System are widely used as verification scenarios [40] , [45] , [76] . In terms of airplanes, Backes et al. applied their verification technique in real-time operating embedded computer system on an air vehicle [22] . In terms of ISS, Noack and Schmitt have a cooperation with ISS to monitor the 'Columbus' failure management system [67] .
• Robots: This category covers two parts: humanoid robot and drones. Researches on a single humanoid robot focused on verification of its behaviors such as navigation [19] , [51] and ability of maintaining stability.
Since the broad usage of drones, more and more application of drones need to be verified to ensure its safety, communication between drones [27] , [28] and collision avoidance [23] , especially.
• Wireless Sensor Network: Primary studies aimed at wireless sensor network mainly introduced as case study.
Researchers make great contributions to the problems in a specify system to make them more intelligent. Lin et al. proposed intelligent water distribution networks WDN) with monitoring of sensors [58] . Furthermore, Bernieri et al. detected cyber-attacks against a realistic water system emulator. Goh et al. with Taormina and Galelli all chosen WDN as the research object since water plays a great important role in real life. Like WDN more, verification work solved problems in gas-distribution monitoring system [60] , fault-tolerant temperature sensor for a nuclear reactor cooling system [79] , environmental monitoring system [82] , smart building management system [83] and city traffic signaling lights control systems [19] , [55] , [71] .
• Circuit: Various types of circuit subsystems can be regarded as a micro CPS as these circuit subsystems contains both physical analog variables and cyber digital variables. These circuit subsystem includes multistage PID controller [35] , [70] , Pulse-Width-Modulated (PWM) controller [70] , damped harmonic oscillator [73] , second-order op-amp circuit [73] , DC-DC boost converter [18] , [70] and Programmable Logic Controller [25] .
• Smart Grid: A prime example of CPS is the smart power grid where the overarching goal is to have embedded computing devices monitor and control distributed electric devices in order to achieve distributed generation, storage and transfer of power in a safe, reliable, efficient and secure manner [99] . Such as smart grid applications includes smart grid power management system [33] , [53] , [69] , [77] , [86] , engine running in power plant systems [36] and ICT (failures of information and communication technology) components in power grid [71] .
• Smarter Healthcare: For a CPS, its execution behaviors are often impacted by its operating physical environment. However, the assumptions about a CPSs expected physical environment are often informally documented, or even implicit and unspecified in system design. Unfortunately, such implicit physical environment assumptions made by safety critical CPS, such as medical cyber-physical systems (M-CPS [57] .
• Financial Server: The CPS verification application scenarios of financial server like a fragment of an interbank trading system (ITF). In such a situation, the propagation of the input and output signals is not negligible and may affect the interbank bidding processes [19] . Medhat et al. applied their verification technique in a bluetooth mobile payment system to make sure of trade security [66] .
• Database: Two primary studies paid attention to applications in database, such as, data timeliness in real-time database management systems (RTDBMS) [30] and invasion attack on database server [68] .
• Others: Other CPS application scenarios contains intelligent factory with research on the engine running in glass manufacture plant [36] , program analysis with 'Dining Philosophers' multi-threaded program verification [49] and air conditioning manufacture with control features [56] . All the application scenarios mentioned above are existed in real life. However, there are also some specially designed experiment scenes, which we can see from the last three rows in Table 10 . These man-made experiment scenarios, such as car race experiment [80] , controller synchronize sine waves experiment [28] and laser beam stabilizer [66] , may indicate feasible methods on how to design a experiment in accordance with proposed CPS verification techniques.
In this section, we list ten different types of CPS application scenarios both in real-world industrial and academic case study. In terms of real-world industrial case study, researchers pay more attention to vehicles. Here, vehicles can be regarded as not only automobiles, but also trains, airplanes. These application scenarios related to transportation may have a great influence of our daily life. Concerning verification of vehicles, researchers should not only focus on unmannedvehicles, auxiliary power unit or ventilation mechanical control system all possible research points. In addition, wireless sensor networks are different real-world industrial application scenarios. Although, wireless sensor networks have different applications, these application scenarios are all consisted of multi sensors which connected by wireless networks. The common and specific nature of wireless sensor networks need researchers to give up appropriate verification approaches. Furthermore, primary studies also propose academic experiment scenes. These scenarios ignore unimportant parts to make researches focus on several meaningful points. These academic experiment scenes provide paths for verification of researchers' methodologies.
IV. DISCUSSION A. DISCUSSION TO GENERAL QUESTIONS
Regarding the general questions, this paper identifies that:
1) CHALLENGES
This paper summaries 27 CPS verification challenges from primary studies which can be classified into 9 verification purposes: construction, timeliness, correctness, selfmanagement, stability, conformance, fault tolerance and energy consumption. These challenges aim at 10 verification objects: hardware, attacks, system, strategies, constraints, violations, interactions, simulation scenarios, test-case and software. Especially, most primary studies make great contributions to verify constraints correctness and effectiveness.
2) ABSTRACTION METHODS
Researchers have to use feasible abstraction methods to solve the problem of transforming natural language description specifications to formal language or semi-formal language description specification. These abstraction methods can be classified into 8 types including automata, logic, differential equation, petri net, UML, specific formal language, matrix, Markov model and Neural network. Besides, evolution of different methods by five major paths are also integrated in this paper.
3) VERIFICATION TECHNIQUES
We summaries 6 main verification techniques from 80 primary studies including theorem proving, model checking, test, monitoring, simulation and prediction. Each of the above 6 techniques has their application situation. Model checking is most widely used in primary studies. Theorem proving and model checking are formal verification techniques, while test, monitoring and simulation are run-time informal verification techniques. Prediction are usually to forecast the potential state in the near future.
4) TOOLS
Whatever mature products or personal developed toolkit or prototypes have a great help to verification research. UPPAAL is a mature product, yes, however, there will be very big state space when we use it in real-world industry. In addition, there are 4 kinds of tool include solver, simulator, prover and converter.
5) APPLICATION SCENARIOS
Regarding CPS verification application, 49 different scenarios are collected from primary studies. These 8 types of application scenarios including vehicles, robots, Wireless Sensor Network, circuit, smart grid, financial server, smarter healthcare, database and others applications. Besides these real-life applications, there are also some specially designed experiment scenes for researchers' purposes.
B. DISCUSSION TO FOCUSED QUESTIONS 1) NATURES OF CPS
Regarding FQ1(What are systematic nature of CPS?). This section lists 7 natures of CPS integrated from primary studies and gives a introduction of them.
• Hybrid: Hybrids are defined as presenting a combination of analog and digital features. Digital components are usually controllers that can execute both logical and numerical instructions, while the analog component usually is a differential equation solver. CPS combines the cyber processes (discrete computation) with physical processes (continuous computation), which uses micro-controllers and digital microprocessors to perform discrete signals, while sensors, actuators to capture the continuous signal processing the real world. There exist two ways of interaction between cyber components and physical components: 1) The cyber components control physical component behaviors to achieve the desired goals.
2) The behavior of the physical component affects the behavior decision of the cyber component. Due to the mixed nature of cyber and physical systems, the verification of the system must establish a good mechanism to deal with the discrete and continuous quantities in the system and the interaction between them. VOLUME 6, 2018
• Heterogeneous: CPS is a kind of heterogeneous systems which require collaboration of multiprocessor and multi-core to accomplish a common goal. Heterogeneity of CPS can be reflected in: 1) heterogeneity of data processing, 2) heterogeneity of underlying operating system, 3) heterogeneity of data storage approaches, 4) heterogeneity of communication networks, 5) heterogeneity of applications and services, 6) heterogeneity of syntax, semantics and pragmatics. A command from issue, execution to receive feedback is a multi-heterogeneous system process in CPS. Verification of CPS must create the appropriate interfaces for heterogeneous components to eliminate the semantic gap among these heterogeneous components and provide a uniform definition of heterogeneous components.
• Distributed: A distributed system is a model in which networked components communicate and collaborate through messaging to achieve common goals. Distributed characteristic of CPS reflected in networking components may be physically dispersed or logically decentralized. Each components of CPS has the ability to execute independently and cooperation with other different components. Due to the distributed nature of CPS, incorrect or unstable of one component may affect the functionality of other components and the correctness and stability of the entire system.
• Time-aware: Time-aware is an inherent property in CPS. On the one hand, time-aware property is the key factor in both cyber components and physical components. On the other hand, delay and discordance may cause irreversible damage to the whole system. In particular, in order to understand the joint dynamics of the cyber and physical components of a CPS, one must come up with a suitable abstraction of time that accurately captures their joint evolution. Due to the time-aware of CPS, the verification must strictly consider the timed constraints. In addition, the verification process must be within a strict period of time.
• Dynamic: CPS is a typical dynamic system which is a kind of mathematical model that describes the system's change in state space over time. Different types of dynamic system models are relevant to different CPS scenarios: discrete dynamical systems described by state machine, continuous dynamical systems described by differential equations and hybrid dynamical systems with both continuous and discrete properties. Verification of CPS needs to take dynamic change into account since changes will result in designing which does not meet actual environment. For example, to verify the security of the CPS, it is necessary to verify that the current control strategy is currently in operation whether the status reaching after multiple time periods is safe or not, the security of the CPS in the dynamic changes depends on whether the final status affected by the control strategy is safe or not.
• Human-in-the-loop: In present, the vast majority of CPS applications are semi-autonomous and require human-interaction design. These systems require human intervention to achieve the expected goal. Human-inthe-loop involves human-based operations or interactions among human and human-controlled systems and their environment. The human role and engagement in such systems must be the focus of validation. Automation tools for CPS design must take into account both the design and the human aspects of the system being designed, and must be configured with as many simulation test scenarios as possible based on human interactions that may occur.
• Autonomous: Autonomous ability requires that the system is able to independently reach an objective or maintain normal operation in an uncertain physical environment and for a long time without human intervention. Although many CPS is still semi-autonomous, autonomous is an obviously trend in the development of CPS. CPS's autonomous makes designing and verification more difficult. CPS often need to be able to adapt to random changes in the operation process, so CPS should have the ability of learning to adapt to environmental changes. More and more high-level adaptive systems are gradually realized, traditional verification techniques have become increasingly difficult to achieve this goal. Looking for more available verification techniques requests all researchers' contribution. Besides, these natures of CPS mentioned above seems independent, there exist relations among each of them. Furthermore, the most important feature of CPS is the synergy of all these natures. Verification can not distinguish among these natures.
According to the natures of CPS, it can be considered that CPS combine the technical characteristics of computer system, embedded system, industrial control system, wireless sensor network, Internet of Things and hybrid systems. However, there exist difference among CPS and other systems. Briefly, CPS is an open embedded system with network and control functions, the core of CPS is adapting to the changes of physical environment. The network of CPS is mainly to achieve the function of control. The main characteristic of the Internet of Things is wireless connection, which mainly realizes perception. However, CPS require not only perception, but also sensing. It requires much more computing power than the Internet of Things. Besides, CPS belongs to the research category of hybrid system. Many models and technologies in hybrid system can be used for reference in the research of CPS.
2) MAIN ROUTINE TO CPS VERIFICATION
This paper want to give a brief routine to CPS verification from challenges in CPS verification to CPS verification application scenarios by answering G1-G5. However, there are internal associations in each step of verification, in other words, the chosen abstraction methods may affect the choose of verification techniques. This section will make these relations clear.
From the aspect of challenges, 27 different challenges are enumerated in section III-A. Influence to choice of abstraction methods and verification techniques from challenges usually reflected in verification object. For one thing, when verification object is the whole system, abstraction method like logic can not give appropriate description. For another, test-case is corresponding to verification technique of test and simulation is corresponding to verification technique of simulation obviously. Other verification objects especially constraints need formal verification techniques like theorem proving and model checking, however, verification technique of monitoring can verify properties' temporal and logical constraints [62] .
From the aspect of abstraction method, different expression ways and contents corresponding to the choice of verification techniques and the capacity of solving different challenges.
• 
3) AREAS FOR FUTURE RESEARCH
This paper presents results of GQ1-GQ5 from a systematic review of empirical evolution of verification of CPS. This section gives a summary of the areas for future research corresponding to FQ3 (What promising research directions in the future?). The areas for future research are related to five aspects from section III-A to section III-E.
For the aspect of challenges, section III-A has give a brief introduction of C1-C27. However, there still exists other challenges and some of the challenges are listed in table 6 need to pay more attentions. On the one hand, no research concentrates on human behaviors in CPS, in spite of most CPS are Hunam-in-the-loop system. Other non-functional requirements also need to be took into consideration, such as, memory consumption, access control, intrusion detection and fault management. On the other hand, only 2 primary studies (S8, S25) consider trade-off between energy consumption and other challenges (C26). However, this trade-off is restricted to strategies of energy consumption. Trade-off must be consulted in more situations, such as, trade-off between analysis cost and accuracy, trade-off between complexity and expressiveness.
In terms of abstraction methods, formal methods or semiformal methods are provide feasible direction for verification of CPS. However, these methods exists defects of expressiveness. For one thing, nearly each of AM1-AM38 can only express a series of specific CPS, enhancing the ability of expressiveness to more varieties of CPS specifications seems a feasible direction. For another, consulting what Nguyen et al. proposed (a methods to eliminate the gap between UML statecharts an timed automata) [66] . Building a bridge of several abstraction methods may push the development of CPS verification.
Same as the term of abstraction methods, researches on verification techniques also need to carry out more evaluations and integration/extension so that can be applied in more situations. Concerning the verification technique of model checking, solving the problem of state space explosion should attract enough attention. Besides, expect 6 primary studies (S3, S9, S12, S20, S29, S47, S54, S57, S65 and S69), propose verification techniques are only experimented in no more one application scenario. A full experiment report need to be VOLUME 6, 2018 published to illustrate the correctness of s specific verification technique.
In terms of tools and application scenarios, future work is nothing else than extend tools' function to replay more scenarios. For tools, researchers should promote these prototypes to realize mass production. For application scenarios, only widely used in real life can promote the development of CPS and researches on CPS verification.
C. DISCUSSION TO STATISTICAL QUESTIONS
Besides the research questions above, this paper also pays close attention to other statistical research questions: when and where primary studies were published? Answers to SQ1 and SQ2 can directly give the research status of verification of CPS until now. This section extracts publication information from every primary studies including title, authors, publish date, publication type and name of conference or journal. In addition, publication type in this paper are: Book Section, Conference Paper and Journal Article. Figure 5 shows the chronology of every primary studies which can provide convenience to answer SQ1 and SQ2. Figure 5 shows the trend of publication of studies on verification of CPS from 2007 to April of 2018. Although, this paper sets 2006 as the start year, there is no research paper in 2006 remained after the step of study selection. From 2007 to 2011, no more than 3 primary studies per year were found since the study of the verification of CPS still in the period of starting stage. From 2010, the researches presented a gradual upward trend and the number of primary studies (15) reached the peak in 2013 in this upward trend. This fact indicated that more and more effort is being dedicated to this important area of research. There was a rapid decrease in 2014, however, it appeared a steady increase in recent three years and reached the peek (17) in 2017, which indicated despite the research of verification of CPS is not always going smoothly, it will attract more and more researcher to make contributions in this area eventually.
The table in Figure 5 shows the percentage of publication type of primary studies. Among the 80 primary studies, 62.5%(50 of 80) of primary studies are published in conferences. Among the conference papers, four(S14, S17, S41, S63) of them are published in ICCPS. 30.0%(24 of 80) of primary studies are published in journals and 7.5%(6 of 80) of them were published as book section. Four primary studies are published in LNCS. According to the data in Figure 5 , there are three aspects need to be take into consideration:
1) The percent of primary studies were published in conferences is obviously higher than which were published in journals and books that indicates the research of verification of CPS still in the period of starting stage. There is no specialized journal concerned with verification of CPS which implied the necessity of this paper. 2) From 2007 to 2018, the number of primary studies in every year has increased with fluctuation. However, the maximum is just 15 in 2013 and rapidly decreased to 6 in 2014. On the one hand, the result indicates the research on verification of CPS is along with many challenges. On the other hand, the result is related to the fact that the research is raised from industry and a lot of research has been carried out in academia recently. 3) Few primary studies are published in top conferences (AAAI, RTSS ect.) or significant journals (Proc. IEEE, TSE ect.). The low percentage of outstanding papers which illustrates that more work need to be contributed in this research direction. Besides, lacking of publications in top conferences and journals is probably due to the verification of cyber-physical system still have not drawn public attention.
V. LIMITATIONS OF THIS REVIEW
There are three potential limitations of our mapping study:
(1) defects of search strategy, (2) defects of data extraction, (3) defects of classification criteria. Firstly, in order to ensure the choice of primary studies without prejudices, this paper designed appropriate search strategy. Defects of search strategy are reflected as followed. On the one hand, although, designing of keywords is extracted and integrated from several literatures related to verification of CPS, the choice of keywords is still subjective. For another, the source of information covers 11 electronic databases and the search period is from 2006 to April of 2018. As the reasons mentioned above, this study can not guarantee that all high-quality studies are included.
Secondly, in section III, this paper provides an overview of primary studies. However, table 5 is still lacking some information. On the one hand, some of the primary studies do not have enough information that makes the work of data extraction insufficient. Besides, contents of these data are not clear enough which brings obstacles to answer research questions. On the other hand, designing of data extraction form can only corresponding to most primary studies. Structures of few primary studies are not consistent with data extraction form.
Finally, the last defect of this study is classification criteria. To give a clear and brief summary of research questions, this paper has summed up the answers into several points by subjective classification criteria. Because these classification criteria depended on researchers' personal experience, we can not guarantee these criteria are completely correct.
VI. CONCLUSION
This paper carries out a systematic mapping study on verification of cyber-physical system to identify the gap of current researches and presents a roadmap of future verification works. We give a brief summary of each step of verification work including challenges, abstraction methods, verification techniques, tools and application scenarios. Based on answers to general questions, focused questions and statistical questions, this survey summed up natures of CPS, main routine to CPS verification and areas for future research. We hope this survey can also become a manual entry for other researchers to enter this emerging area.
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